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1. POLICY STATEMENT 

Kimichi School recognises that digital technology, internet access and online communication 
play an important role in education, creativity, communication and safeguarding. The school is 
committed to enabling pupils to use technology safely, responsibly and effectively whilst 
protecting them from harm. 

The school acknowledges that online safety is a safeguarding issue. Pupils may be exposed to 
risks online including cyberbullying, harassment, harmful content, online grooming, sexual 
exploitation, radicalisation, misinformation, scams, fraud, artificial intelligence (AI) misuse and 
other forms of abuse. 

This policy reflects the requirements of: 

●​ Keeping Children Safe in Education (KCSIE) 2026 
●​ Working Together to Safeguard Children 2026 
●​ Education Act 2002 
●​ Education and Inspections Act 2006 
●​ Independent School Standards Regulations 2014 
●​ UK GDPR 
●​ Data Protection Act 2018 
●​ Prevent Duty Guidance 
●​ DfE Filtering and Monitoring Standards (2023) 
●​ National Minimum Standards for Boarding Schools (where applicable) 



 

2. AIMS 

The school aims to: 

●​ Protect pupils and staff from online harm. 
●​ Promote safe, responsible and respectful use of technology. 
●​ Educate pupils about online risks and how to manage them. 
●​ Prevent access to harmful, illegal or inappropriate material. 
●​ Ensure effective monitoring and filtering systems are in place. 
●​ Support staff in responding appropriately to online safety concerns. 
●​ Work collaboratively with parents and carers to promote online safety. 

 

3. SCOPE 

This policy applies to: 

●​ Pupils 
●​ Staff 
●​ Volunteers 
●​ Governors 
●​ Contractors 
●​ Visitors 
●​ Boarding pupils (where applicable) 

It applies to: 

●​ School-owned devices 
●​ Personal devices used on school premises 
●​ School networks 
●​ School systems 
●​ School email accounts 
●​ Educational platforms 
●​ Remote learning 
●​ Off-site educational activities where technology is used 

 

4. RESPONSIBILITIES 

Governing Body 



The Governing Body will: 

●​ Ensure appropriate online safety arrangements are in place. 
●​ Receive regular reports regarding filtering and monitoring. 
●​ Ensure online safety forms part of safeguarding oversight. 
●​ Monitor compliance with this policy. 

Headteacher 

The Headteacher will: 

●​ Ensure this policy is implemented. 
●​ Promote a positive culture of online safety. 
●​ Ensure adequate staff training is provided. 
●​ Ensure appropriate disciplinary action where necessary. 

Designated Safeguarding Lead 

The DSL has lead responsibility for online safety and will: 

●​ Manage online safety concerns. 
●​ Monitor safeguarding risks associated with technology. 
●​ Oversee filtering and monitoring systems. 
●​ Ensure online incidents are recorded appropriately. 
●​ Liaise with external agencies where required. 
●​ Ensure online safety education is embedded throughout the curriculum. 

Staff 

Staff will: 

●​ Model safe and professional online behaviour. 
●​ Follow all Acceptable Use Agreements. 
●​ Report concerns immediately. 
●​ Participate in online safety training. 
●​ Supervise pupils appropriately when technology is used. 

Pupils 

Pupils are expected to: 

●​ Use technology responsibly. 
●​ Follow school rules and Acceptable Use Agreements. 
●​ Report concerns to a trusted adult. 



●​ Respect the rights, privacy and dignity of others online. 

 

5. FILTERING AND MONITORING 

Kimichi School operates filtering and monitoring systems designed to protect users from 
harmful online content. 

The school's filtering and monitoring arrangements are managed in accordance with the DfE 
Filtering and Monitoring Standards. 

Filtering systems are designed to restrict access to: 

●​ Pornographic material 
●​ Extremist content 
●​ Illegal content 
●​ Gambling sites 
●​ Malware and malicious software 
●​ Self-harm content 
●​ Suicide-related content 
●​ Hate material 
●​ Content promoting violence or criminality 

Monitoring systems may identify: 

●​ Attempts to access prohibited content 
●​ Safeguarding concerns 
●​ Bullying or harassment 
●​ Searches indicating risk of harm 
●​ Attempts to bypass filtering systems 

The DSL and Headteacher receive safeguarding information arising from monitoring systems 
where appropriate. 

Attempts to bypass filtering or monitoring systems are prohibited and may result in disciplinary 
action. 

 

6. ARTIFICIAL INTELLIGENCE (AI) 

The school recognises that AI technologies, including generative AI tools such as ChatGPT, 
Gemini, Copilot and similar platforms, are increasingly used by pupils and staff. 



Pupils may use approved AI tools for educational purposes where authorised by staff. 

AI must not be used: 

●​ To generate abusive or harmful content. 
●​ To facilitate bullying or harassment. 
●​ To impersonate others. 
●​ To produce inappropriate images. 
●​ To access unsafe material. 
●​ To complete assessed work dishonestly. 
●​ In ways that breach examination regulations. 

Staff must ensure that any use of AI complies with safeguarding, data protection and 
examination requirements. 

No personal or sensitive information should be entered into public AI systems. 

 

7. CYBER SECURITY 

All users must contribute to maintaining cyber security. 

This includes: 

●​ Using strong passwords. 
●​ Keeping passwords confidential. 
●​ Using multi-factor authentication where available. 
●​ Reporting suspected cyber incidents immediately. 
●​ Avoiding suspicious links or attachments. 
●​ Locking devices when unattended. 

Users must not: 

●​ Share passwords. 
●​ Install unauthorised software. 
●​ Attempt to access systems without permission. 
●​ Circumvent security controls. 

Any suspected cyber incident must be reported immediately to the Headteacher or DSL. 

 

8. MOBILE PHONES AND PERSONAL DEVICES 



Pupils may bring mobile phones and personal devices to school subject to school procedures. 

Unless authorised: 

●​ Devices must remain stored securely. 
●​ Devices must not be used during lessons. 
●​ Devices must not be used to photograph or record others. 
●​ Devices must not be used to access inappropriate material. 

The school reserves the right to investigate misuse of personal devices where safeguarding 
concerns arise. 

The school recognises that pupils may access the internet through mobile networks and 
therefore emphasises education, supervision and reporting alongside technical controls. 

 

9. ONLINE COMMUNICATION 

Pupils must: 

●​ Communicate respectfully. 
●​ Avoid offensive, threatening or discriminatory language. 
●​ Respect the privacy of others. 

Staff must: 

●​ Maintain professional boundaries. 
●​ Use approved school communication systems. 
●​ Avoid inappropriate contact with pupils. 
●​ Follow the Staff Code of Conduct at all times. 

 

 

 

10. SOCIAL MEDIA 

The school recognises the widespread use of social media platforms including: 

●​ Instagram 
●​ Snapchat 
●​ TikTok 
●​ Facebook 



●​ WhatsApp 
●​ Discord 
●​ Telegram 
●​ YouTube 
●​ Gaming platforms 

Pupils are expected to use social media responsibly. 

The school may investigate off-site online behaviour where it: 

●​ Impacts pupil welfare. 
●​ Affects the orderly running of the school. 
●​ Constitutes bullying or harassment. 
●​ Creates safeguarding concerns. 

Staff must maintain professional standards on social media and must not engage with pupils 
through personal social networking accounts. 

 

11. CYBERBULLYING 

Cyberbullying is unacceptable and will be treated seriously. 

Examples include: 

●​ Abusive messages 
●​ Exclusion from online groups 
●​ Sharing embarrassing material 
●​ Impersonation 
●​ Threats 
●​ Online harassment 
●​ Distribution of harmful rumours 

Incidents will be investigated in line with the Behaviour Policy, Anti-Bullying Policy and 
Safeguarding Policy. 

 

12. ONLINE SEXUAL HARMS 

The school recognises risks including: 

●​ Online grooming 
●​ Sexual exploitation 
●​ Sextortion 



●​ Nude image sharing 
●​ Coercion 
●​ Exposure to pornography 

Any concerns will be managed in accordance with safeguarding procedures. 

Staff must never view, download or share indecent images except where required under 
safeguarding guidance. 

The DSL will determine appropriate action and referrals. 

 

13. PREVENT AND RADICALISATION 

Online activity may expose pupils to extremist material and radicalising influences. 

Staff will remain vigilant for: 

●​ Extremist content 
●​ Concerning online activity 
●​ Conspiracy theories 
●​ Radicalising influences 

Concerns will be referred to the DSL immediately. 

 

14. DATA PROTECTION 

All users must comply with: 

●​ UK GDPR 
●​ Data Protection Act 2018 
●​ School Data Protection Policies 

Personal information must not be shared inappropriately. 

Photographs, videos and recordings must be processed in accordance with parental permissions 
and data protection requirements. 

 

15. EDUCATION AND CURRICULUM 



Online safety is embedded throughout the curriculum and pastoral provision. 

Teaching may include: 

●​ Privacy and personal information 
●​ Digital footprints 
●​ Online relationships 
●​ Cyberbullying 
●​ Misinformation 
●​ Online scams 
●​ AI literacy 
●​ Healthy technology use 
●​ Gaming safety 
●​ Social media awareness 

Age-appropriate online safety education is delivered throughout the school. 

 

16. REPORTING CONCERNS 

Any member of the school community who becomes aware of: 

●​ Harmful online content 
●​ Cyberbullying 
●​ Grooming concerns 
●​ Exploitation 
●​ Radicalisation concerns 
●​ Sextortion 
●​ Data breaches 
●​ Cyber incidents 

must report the matter immediately to: 

●​ The DSL 
●​ Deputy DSL 
●​ Headteacher 

Concerns will be recorded using the school's safeguarding recording system. 

 

17. BREACHES OF THIS POLICY 



Breaches may result in: 

●​ Removal of technology access 
●​ Behaviour sanctions 
●​ Safeguarding intervention 
●​ Disciplinary action 
●​ Referral to external agencies 
●​ Referral to police where appropriate 

 

18. MONITORING AND REVIEW 

This policy will be reviewed: 

●​ Annually; 
●​ Following significant incidents; 
●​ Following changes to legislation or statutory guidance; 
●​ Following changes to school technology systems. 

The Governing Body will receive regular assurance regarding online safety, filtering and 
monitoring arrangements. 

Approved by the Governing Body of Kimichi School 
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